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General Information
1. =
Scope

ZNDT=a7F L%, eCatcher 5 Talk2M Free+ ZhH D tx1UT4IZBET A1 EE%E
BELTLET,

Reference documents

» [R1] https://websupport.ewon.biz/sites/default/files/aug-034-1-en-talk2m -
getting started on service free.pdf

» [R2] https://websupport.ewon.biz/sites/default/files/aug-057-0-en-ecatcher -
security features with a talk2m pro account.pdf

Software Requirements

« eCatcher version 5 LIgHY/ ST/ RA—ILENTLVAZ &, eCatcher 5 (XA T #&
HDOHAHBF T O—RARIEETT, http://support.ewon.biz.

o [R1] IZEEE SN TLVSFIET, Talk2M free+ 7HOUMAMERSN TSI L.
o BEREDeWONIFTT7—LVIT7D/N\—23r 6.1 2 LLETHAZE,
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Chapter 2
Security is #1 Priority
2. t¥%2!)74(3 Nol Priority
For Us

LT TAF VT4V DIE, HEN—ROEF1) T1EHEA TSI EEZZATEY.,
eCatcher 5 -Talk2M VPN connection utility [21—4® ITsecurity R &35 - &M 5
LEMMBITESY—ILERA TLET,

AREFa AN FEEHEIN T VS eCatcher LAV TO ) TAHRECINZ T, 2D ) TrHeD
eWON BN HEFENTLEY ¢

o NRTJ—RTRESNT- Web & FTP access
o BREARELGI—YHER(10IER)
o EXTERRELE WAN &1E Hil 1
o BREFRELGNS Ty U8RI
o BREFREL. BFRISN - R—bDIEEEZEL VPN DEETT, EFELIPTRLR
o EXETRELL IP-Services R—+&ES
o UL TATET—ADIEEIL(FTaV)
o NRJ—RTREINTz IP PRLRAOFEERE (F72av)
« ERFEWEEA: static routing
» Etc...
ZDIFH DeWONDHEREIZRE T HIEFRIFAFEESRL T, http://support.ewon.biz

And for You!

A—HESRRIZT vk LI=LAILIZ IT security Z##L THHFAL TLIF=6HIZ eWON 2ZFD
LARJLIZRIGRAIBERE Y — LRV I R THAEIITT HIEMNFE R DEG T , eCatcher 5 & Talk2M
[IHIE-DEEAD)EF—RTIERET BI=ODA 757 OB EDEREE=I -6, X1 )T1DL
RIVENRIRAR T B V—IVERIHLET,
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Security is #1 Priority

Talk2M Free+ vs Pro Account

ARFa AT eCatcher 5 # Talk2M Free+ 7HHOUNCHIFT A& EBEELTLVET , Pro7h
UM CHIRT ARIZIE, AEEORFANESEBLTTES [R2],

EMENS X THEREICIIUTAEENET:
o BMD/IRT—FRYI—FAT 3>
o T—RITAEY—ERLANIIZKETIERHIR
o A—HY I —TELeWONT—/LIZxTBT7oeRavta—)L

- Good to know -

Free+&Pro 7o DH#EFEDEL VL, Talk2ZML~)L TEEEZH ET, eCatcher application (Z/ELCED
FRFTEFT, ETETHINNLDT, eCatcher (14> 271—XDEET SMeEFFK T/ &

FICLFET, CDZEIL, Free+ FH72,3Pro/ZUPDATE 3 B (Z&f LV I, I FF 1> X —/L T B4
OGN EFEHLET,
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Security Policy
3. X )R

Talk2M Free+ 7 1™ 2 F Tl admin 11— Standard F71=1& Enforced 232!) TR %8RG AL
MTEFET, CNIETHIURAILTEZ SN, admin I—FEZFOITRTOI—HISEASNTET,

Security Policy 40 %zREKETODFIR :
FHO, > tF¥alrs HAY— > ZEE. ..

LT D4R IDRTSNET

2 t¥alFsmv-0EE >

@ EEFE TR
AR F:
Bl auE.
125 F O
1S5 EM#ET. FRE1DLHEOEBTT

2EREBEL -
[CmAYIREET ] A7 2 s VRFT s TLET.
TZmAIELET D] ICIEEMMAEMNSG L I A,

O BEHREfalss -
HAT-F
Bl exE.
12k EmaxE
126 FmEE
126 EmERrT

2T 30E :
[ZmAVIVERET S 472 s VRFTSATUI B A,

RELX TR — HSERSNIES, /A RT—RTHL T2 DA RSN, Thik 6 XFL L
(S REABYEYT , CD(T IHILEDIERIFAELI=A—F DR AISHLTIRVEEHTESES
[COFHERSNDHRETT,

BEEX 1) TARVOEERRT H5E . ZREZENANESNRIZ" /YL ERET
B TavEBIRATRE T, BRI THRA NS EFHYFELE A,

BN EF TR — NEIRSNTAGE . TR TD/NRT—RIMEDELDEBAFRINT S 8X
FULET, ZILIT7RIN BF R XFEEORLENHYET

1 'What is the "Remember this PC” option ?' section/=&5%4 31885 HYFT,
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Security Policy

f5ll: Brasil2014%

COFITIE NXF OXFRTILIZFRYCT ADDHFEIDDFHRXFNEENTLET,
Enforced ¥ )T/R)EERTSIHE . ZERFEFREE TD "Remember this PC” 473 (FEFA]S
nEtA,

- Important -

ELadmin 1—¥45 5 T ABER DI =1~ 5Bk, / SR~ 5 EBEDS B [ZBLIHEE .
FD/ R T—FIFERYGEEDYE T L A LEH =1~ 1 T B, RIZEFFDI—H2Y 1 X T—
REZES S BASIES,

Talk2M Pro ZH DO MZIEE2EZLD/ X T—FRYShBYFET, [R2].

2 See the 'What is the "Remember this PC” option ?' section for more information
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Two Factor Authentication

4. — BFEREAL
TalkoM 7o b0t 1) T &R Dot BRI S LEHEBEDLET

CEREEEITIR I DO ELZDIAVR—RUMNILBMEAEDOEIZL T BHRTIE AN I—Y DH
RIZEITHICEMTEE T, SN Z DD ELZIVFR—RUME—IBMIZIZA—F A4 >TLNBIE
ECFELTWR10(FEE1—THhogIYEELE0NED)TY,
eCatcherEM2WEB®D##ETIE. ZHFB ORI ERIIEFEEIZLGYET , —EL(HFHATEET,
I CER SN -4 OMFE SO T IRy E—U A ESEEEITEESNET,

EDLIITEBMETHDHM

HLU SR A — A L TAESMESNISEE . DT 1L ESEUHE. Aa— IR —+—L
EI\RT—REFRLET

Fhowb: kematest2
Free+ FH w2 b DiEsg

A—tF—F:  |user
HAT-F |

AT FEELERS
FlrEs Zmn S g EER

B oa4

Talk2M L AT ALIEZAT 40— D= HEFEEB ST F AN A —D%FELET,
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Two Factor Authentication

M e T 4m354PM
< B +447797880171 <

/02/2015 Tue

. Use the following code to
log in as user jsh on

account
MyTalk2MAccount : 8941

BRI CEREINA/NRI— R EEALLTFRN Yy E—D
A7 1 7aERET T SEAITE, —F X ) T4a—RRIZSD/NRI—FEA DT OED D
YEY,

- HEEI- FlfsMS TROBEESISEEIhE LA 18100025600
BEI-F: 894
SMS B
A Fr el

- Note -

2—YIL3[E NRI—F DA EITIEHTEE S, SEIKMLAZEICIE, 307 a0 12670008
E3
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Two Factor Authentication

HLA—YRTXRIAYE—DERETELRMERIZE?

LU LLDER T, A— D TF RN —UE R ETELG\OfI5E . "MSERE" UL 7%0' )
FHENTEET,

__—*

-_ WO - FILSMS TRMBREES|IEE 203 L 4810502 5cnmm
WBa-F: lgg4
SMS T

[ FrEll

- g

A—HFRIVEFEEICHL T BETX RNy E—UFE ETHIENTEET,

THRRAYE—DIFFRESNEIT M ?

X2 T113eWONETalk2ZMD B FEFIETY , LI=A > T ERBERREDIRDTF R Ay —D
[CIFRESNFE A LOLERCELADRV A HAZEICIX HMS [FT alk2MO7h o NEE
BITHL T 2T HHERZELET .
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Two Factor Authentication

NIV TR RRERE?
1Y RERIC BRI OIEEBEOBESEERINET,

o \WIT VT DEFEEDESEANT HAREMENHYET . ChIZ1FEB DIEFEREITTY
TRATELGVMGEE R, HROBEDZED=HTY,

LI=ho T\ 7y T DIEHBIED B FERBEDLET

- Note -

EBEZIERFIFOIA— 1L, T/ VO T I TDIEHE B DEESEEIRT S ENBERINET,
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Users and Permissions

5. 1—HLER

A—H5 )T LHER

Talk2M Free+ 7HOURTlE, admin 22— FFRO1I—5 %% ZELC T Administrators X
IE Users JIL—T 7 H AT BENTEET,

Administrators ' )L— 7 DR &5 :

o NRBLIT—ILREEF2LTARIDEEDL 7HOUMRROBE/ER
- BIN-FEE-EE-HR- 1Y OEML

« BE1—YO_EBRERIEOAEN-EMIL

« eWON m:Emn-FHE-Z£E- %7 -HIfR- B

o FHOUMRIZHERINTZT RXTDeWON ~D

Users J)L—IDxty v—4 CEB -

. BEOTONT/OEE

« BREOIA—YTONT/DER (BEEEHNSHERIMTEINTNDIES)

o FHOUIRIZEMSHIZT NTDeWON DI

HERETI—TDEIYHT
A—HOTO/NTAEA—FEFHRIEBMT BHRIZRELE T,
FHEA—YOH—RAD/ X

a—%F— > B

HTFOYF—Fh RS ES
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Users and Permissions
2 FLWI-T- b
A-H-&: user
B - Manabe
Ex—: stslage @fome. com
Hijuge
Fkd {8 - +81 3 1274 5675

MW BT uTMMEE | & 481 71274 5678

FLLARD-F  |essssssnses

HAD - F ol sssssssnnssl
da-H-. ®EoOSI VeI, A2 -FEEETILENGHNIT.

Ooma-H-F2ERBAEEALTOTA TS

HERR - MHEtELMTed [(Ja4070AF ¢ BEED A0 FEEET

ol FeLEIL

AdMinA—5I1EEFRE T RO F VIRV IRIZFovIE L TR T A ENTEET:
o A—H—t KEDOTALAH=., 1—HZFL Tadmind—H 5 X T—FFRET S
B IS F oI FEFT,

o BEIELBHT B tEi /-2 — 1 DEFIELET BEETT , CDA TS 7 FrvoZd TS
EE, FDIA—HHIERFZIFHDIL—HD, “connected user” HFIZETREINFET,

o BADTO0/NTAEEET 1—YIZHEER X/ /R T—FDEEZFHAILET, EEDHE
ROZEZEIL TEF A,

o INXRT—REFXEFF 1—H/Z/ X T—FDEEFFFALFT,
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RAZHTF, LT D4R IBNRRSNET

Chapter 5
Users and Permissions

2 FLha--

Custom Field 1
Custom Field 2

Custom Field 3

<ED

e

FeLEl

Custome Field # A ALES (A T3> TH ., RAATEHA)
TNGFHT, U T DIV R IDRTRSINET,

a FHLL-T7-

EEFHIZL. FHOLFADOTIUFRIEIENGELIT.

d—#f— L Ewon BRE. BT LATEIT,

df. Bnon MU E- FBRERTTIOLETERT,
@ 1—1F-

A==t Ewon CEHRTDENTEFIT.

Ewon £1—tF—%BN0. BETSH_LHNTEFIHA.

<E%Z

ek

Fr il

A—HRATERIRL., ELODDTI—TITFHAULET,

Talk2M Pro ZAH DO NDBZEIZIE, I5/ZZDIA—T)N—TEBES T3 0BYET, 7l

WIFERIZ B SR T3, [R2].
% ZHF.
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Users and Permissions

IA—HERDEE 21N HFEFEDL—F DHERDEEETHENTEET,
INAE

aA—HF— > Ja/NFr > ER > FE. ..

LT D4R INRTENET : BF T2 av DEKRIE, R L—FERBFDERBAZS L TS,

X
MAD- FEXEY
A-HF-mA47:
() g
®1-t-
v N
A—HOESHMELHER

AdminA—H(&,. BEEDOIL—FZHIBRT AL TIERADAE—FHMIZTOVIT5HIE
MTEFET, (A—Y ORI, TEOO—TULavBFREE)

AN xR JAVE

aA—HF— > Fa,vFr > Tk

ES LN —F (XA —TO/TA DI\ T SO NRBIZHYEST , BELA—TEEMTS
[2IE. FC/ARAD Hxhik #0)99LFS,
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Users and Permissions

a1 —%—@ 7087« Manabe [user?]
Ewen = [1-#-] ZE3 m@e HIJB:% @mﬂ:ﬂ:

1t Manabe [user2]
Exd—Il: stslage @fome. com MEEE
L)
O] Custom Field 1:
Fhe R Custom Field 2;
Custom Field 3:

Admin A—HAKAIZA—F DT rRETOILIA MEE | BfR 20 )V ILET,
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eWON Access Control

6.eWON 7/t ka—)L

Talk2M Free+ Z7HOUk EIZHERRESN -9 R TOI—F L, THIUMRDT R TDeWON [ZHE
T BIEMNTEET , eWON DWEBH—/ AR IIFTPH—/ADT LR &|EHIL. eWONE B D
user/password TEHIETHZENTEET .

Administrators 47 )L—J M 1—H . eCatcher £ eWON DT/ ST« 35 RIHET. TR I D ELAIRET
9, Users )L—T D 1—H(FeWONI HEHT I D EDSATHETI MY, eCatcher LDeWONDTO/ \TAEEH
FARILETEE A

Talk2M Pro 7 A9 ME BEDA—HE =TT IL—T iU T, 1L IR I AHaenHYE T, 5
HIERIIAEESELTZAY, [R2].
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7. LANT /M A7 7R

Chapter 7
LAN Device Access Control

eCatcherD T EEND —DELT. eWONDLANBIDIRTFEREER T HEENHY . C
NoDRFEEBREEGALER VNI —VETFATIA— L TREIT HIENTEEY .

Talk2M Free+7H b TlE, admin1—H(E&eWONERIIZ, EDLANT /L R 3L TERE

THHGATREICT DDA EEETEEY
LANIRTFRIHRE T 717 0+ —IL BRI EDEREZE1TI/ VKR!

Ewon > ZO/N74 > LAN tTPAF 04—/ > LANT/INARETPLFTOF—ILDRE. ..

LT D4R IDRTSNET

D FIARETPATIA-)

EYokohama
Lo ST LAN: 192.168.0.8/24
| ¥E BRI F—iiiy P TP DT RTOFAL AT .
LAN 5 AMEND...

FrAF a1l

LamESPIChhNsT. LANEOTATOF A AICERTEE
7.

L E =

=

B DO Ewon IZBE LTS TakdM 1 -F -3, BEIZHESFHT

Hil B

FOHAF .

O Tl

LAN 77 v RDEM.. T
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LAN Device Access Control

UTDIAURIDRTSNET

& LANFIA R %
Ewon: Yokohama

aw: [pc
P: 192,158.0. 10 HIFu bEETILHNTEIT. ot

1 192.168.0.8/24 X =14 192.168.0.8/255.255,255.0
i -
-tk OFSTOFOER I Ping BET)

@#EOTORINL: HITP >

~
FTP
_ __ |shme
! = i n— i
[IM2web IZ&T $i— bt 2F TelnetNCOM
Bl findex.html IsOTCP (Siemens)

ModBus,TCP

EIF (Rockwell)
Fins W

eWONEZ T DT /\A RIZHIGLI=I4—ILRICATLE T, HED@EY , H—ERTEDR—IEE
FELTTOERFIRETICENTEEFT, H—ERR—MNIEEDTOrILITHHIGT BR—R T,
(f51: 80 for HTTP)

Talk2M Pro 7h U R TlE, EBIZ, R—FDBEEBEEEITIEETHENTEEY, HitSHR
[R2].

BT, M2Web/Z5r #F U3 A2 ETHE DLANIKFEHREM2WEBEMNSRZ S
K3ZFBIELTEET,

M2Web [FTalk2MA > 755 FALEEREHENAIL 9T TR T , A7 aITFouoL-Ea.
*th g BLANT 7 M R FeWON®D T2 RAEL TIRIFEHEN RRSN AL THYET,

- Note -

BUAN T YA XDTO T ZHgEL /A HIZ [ M2ZWEB TEAZ 8L IIZLI-Y) A ZEEZHHFIEBIZ/L,
M2WEB#'6—BO7F UL, BEOT 1> T EHESHYFET,

OK ##T

TJ7AT7 94— LB ENSICHYFELEEWNSZEE AyvE—U A AL TELIC
BRESNET,

EE X

A TP TUA-LOLAVE TE] [CBEShET.
| BEEHO AN T/ ADHTI LA L BYRT.
TP FIA- DL AR TEEE TERT.

(o) & 2774
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D FRAAETrATIA-) x
EY_okollama
S O LAN: BEEOI—F—RERERTIE TS ADHMIT I ERTEET.
L AcEmiEHTY Sne
B pLC 192.168.0.10:HTTP BlR
FASAF ..
FrAT DAl
2 =
EAAN FAAAAOTOEART AN AU DT ENTLET,
BEPDI-P-LERSNEF A ANAIFOEATELT,
& Ewon THEMICA 2 TLATNTO RS UAATLYF Hm b
B PFOFVE. BEPOI-F-llLa T L AUMAELEIC
HYET.
OK Fy

FLAEHSNLANT A ZADeWOND FIZRTENEY . FALT-FAREY—IHLANA U REU R
DHEIARTRSN, NI T7A T 04— ILINEEESN TV SEZRLTWES (71T I+ —ILDARS
A5 —h [B TG TWSIEMSTHLMYET),

OK T

dA—HhHeCatcherzFI AL TeWONIZHEHELIZFE. LANT NN/ ALV RAVAELT Y
TATHEHEDRIZRTEINFET,

757 It

eWON
@m\)"""@ cosy wifi  10.50.146. 190 (LAN:10.0.1.53)
E " S Lan:
1t ‘e PLC1 10,0, 1.20:HTTP
FhoLb Fd

eWON 'J A +

Edsn [E]7ors

Yokohama

ua' o B

E=30) 0%
cosy wifi 3

A w = SR

VPN TP LAN F o -2 — 2
10.50.146.190  |255.255.255.0

10,50.143,191 255,255,255.0

=33

eWON(cosy wifi)Zo)vo§BE. Internet7 5 TeWOND I IR—IUABHEFET,
LANT /N ZX(PLC1)ED)v 0§ Bl B—TINT INA AWML A=Y T SO TOIIR—D
THZEET . LANTNANALADIPFRLADEAD :HTTP (S T7490HBHTTPH —E RD7R—
8OIZHIBRENTILVDZ EERLTULVET,
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LAN Device Access Control

- Reminder-

Talk2M Free+ T/, eWON G- 704X 3L F#IRENF A, eWONANDF IR EHEREFEF
eWONRADIL— LN/ TEHES BELLYET,

- Note -

TrA T 01 —INEFEICRTETSE LAN 12X Z X DIEDERIE X FL V=18 THR S/, eWON
D HFEDLAN T/ VL RDIP FRLXDHIZLHNF IR TEL U FIRIZGSELYFET S

(© R

eWON .
@ ------ @ cosywifi 10.50.146.190 (LAN:10.0.1.53) E HR
B ..
2o e “PLC1  10.0.1.20:HTTP
3
FThowk
» B ot v - vEiem
eWON ') A+
;snu 7cm;—r+ |:|5f o (ef=s énim&;aa .

HAEE EHRT Etn EHEihO1-tF- LAN £ w kD=4
- BF L] lcosy wifi auto created on 2013-08-08 01:22... |admin .50.146. 255.255.255.0

Yokohama 10.50.143.191 255.255.255.0
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Revision Information
Revision
Revision History
1.0 09/12/2013 Initial version
1.1 25/02/2015 Two-factor authentication added

Document build number: 21

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check
http://wiki.ewon.biz for the latest documentsreleases.

The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the
correctness of the information contained in thisdocument. Inno case the manufacturer's
responsibility could be called for direct, indirect, accidental or other damage occurring from any
defect of the product of errors coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and
the product names or marks contained in this document are the property of their respective owners.

Thisdocument contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way
without written consent from the manufacturer and/or the authors of this handbook.

eWON sa, Member of ACT'L Group
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